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Introduction

New 0-day in Java being exploited in the wild
Bypass of JVM security features for Java applets 

Activated from “drive by” code in Internet browsers

Reported seen from: 2013-01-02
Included in                    ,                      (+5 more) 

Vulnerable versions: All Java v7 (including update 10)
Java v6 and previous is not vulnerable – to this one...

National vulnerability database (US) rated: 
Impact: 10/10
Exploitability: 10/10
Allows remote attacker run arbitrary code, requires user interaction

(visit a malicious web page – “ad-farming”)
Privileges: current user (plug-in privileges)

Related issues: CVE-2012-4681 (7u6)
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Code

A new vulnerability + a failed previous patch (reflection API) = havoc 
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Malicious 
applet

Java VM 
“sandbox/ jail”

http://images.google.com/

http://images.google.com/

invokeWithArguments()

findClass()

defineClass()

http://images.google.com/
http://images.google.com/
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Code

“The first flaw allows to load arbitrary (restricted) classes by the means
of findClass method of com.sun.jmx.mbeanserver.MBeanInstantiator
Class” [4]
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Decompiled from “Ewjvaiwebvhtuai124a.class” inside 
“a3608c0086c93eec085f3f078c44fdf3_debate-rehearsal.jar” from zip in reference [3]

(look at the bottom of the page, before the comments)  

Obfuscation

Public
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http://j7a.ru/_m_bean_instantiator_8java_source.html

http://docs.oracle.com/javase/7/docs/api/java/lang/Class.html#forName(java.lang.String)
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[6]

http://j7a.ru/_m_bean_instantiator_8java_source.html
http://docs.oracle.com/javase/7/docs/api/java/lang/Class.html#forName(java.lang.String)
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Code
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“The second issue abuses the new Reflection APIs to successfully
obtain and call MethodHandle objects that point to methods and
constructors of restricted classes.” [4] 

“(it) relies on invokeWithArguments method call of 
java.lang.invoke.MethodHandle class, which has been already a subject of a 
security problem (Issue 32 that we reported to Oracle on Aug 31, 2012)” 
[4]
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Restricted method: 
Can define new class 
with full privileges

Class that performs: 
System.setSecurityManager(null)

Decoded code: 
indirect reflection trick 
simplified

Reflection on 
reflection API
(recursive reflection)

Handle for Context 
constructor
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“So what is happening here is that they forgot to skip the 
frames related to the new Reflection API and only the old 
reflection API is taken into account.” [5]

“This same trick using recursive reflection DOES NOT WORK with the common 
(old) reflection API because the caller is correctly retrieved by the native 
implementation.” [5]

“getCallerClass native implementation has not changed since JDK6” [5]

“This shows that some security reflection code regarding the 
new API was not properly reviewed.” [5]
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Code: Patch
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The patch (7u11) did stop the exploit, fixing one of its components. But an attacker with 
enough knowledge of the Java code base and the help of another zero day bug to 
replace the one fixed can easily continue compromising users. (Assuming they now use a 
signed Java applet - one of the other changes introduced in this patch.) [2]

“

“ - Esteban Guillardoy
Immunity, Inc

Recursive Reflection vulnerability:
java.lang.invoke.MethodHandleNatives.isCallerSensitive
(sun.reflect.misc.MethodUtil also has a change)

MBeanInstantiator.findClass vulnerability:
com.sun.jmx.mbeanserver

No change
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!

..example of payload

Do you want to pay 
100€/1000NOK in order to 
avoid prosecution?

Ref [3]

“The malware will download an executable 
file from a remote server and execute it by 
exploiting the vulnerability” [7]
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Protection

What can we do?

• Put pressure on Oracle (functionality vs. test costs)

If needed (ex. BankID)
• (Update)
• Dual browser (with | without)
• Manual plug-in activation

Otherwise
• Remove or disable Java browser plug-in
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Default in 7u11:
“With the “High” setting the user is always 
warned before any unsigned application is 
run to prevent silent exploitation.”

“Click to run”



14 Resources and references

National Vulnerability Database: 
[1] http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0422

Security Now podcast #387
[ ] http://twit.tv

KrebsOnSecurity
[ ] http://krebsonsecurity.com/2013/01/new-java-exploit-fetches-5000-per-buyer/
[ ] http://krebsonsecurity.com/2013/01/zero-day-java-exploit-debuts-in-crimeware/

Java only fixed one of the two bugs
[2] http://immunityproducts.blogspot.ca/2013/01/confirmed-java-only-fixed-one-of-two.html

Disclosure of the vulnerability and exploit kits
[3] http://malware.dontneedcoffee.com/2013/01/0-day-17u10-spotted-in-while-disable.html

[4] http://seclists.org/bugtraq/2013/Jan/48 (!)
[5] https://partners.immunityinc.com/idocs/Java%20MBeanInstantiator.findClass%200day%20Analysis.pdf (!)
[ ] http://schierlm.users.sourceforge.net/CVE-2013-0422.html
[6] http://pastebin.com/bWMaR6hE
[7] http://blog.fireeye.com/research/2013/01/happy-new-year-from-new-java-zero-day.html

Java API bypass, 7u6 and trends
[8] http://www.security-explorations.com/materials/se-2012-01-report.pdf
[ ] http://security.stackexchange.com/questions/19565/why-do-some-java-apis-bypass-standard-securitymanager-checks
[ ] http://www.deependresearch.org/2012/08/java-7-vulnerability-analysis.html
[ ] https://media.blackhat.com/bh-us-12/Briefings/Oh/BH_US_12_Oh_Recent_Java_Exploitation_Trends_and_Malware_WP.pdf
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“Bugs are like mushrooms, in many 
cases they can be found in a close 
proximity to those already spotted. 
It looks Oracle either stopped the 
picking too early or they are still 
deep in the woods...” [4]

http://web.nvd.nist.gov/view/vuln/detail?vulnId=CVE-2013-0422
http://twit.tv/
http://krebsonsecurity.com/2013/01/new-java-exploit-fetches-5000-per-buyer/
http://krebsonsecurity.com/2013/01/zero-day-java-exploit-debuts-in-crimeware/
http://immunityproducts.blogspot.ca/2013/01/confirmed-java-only-fixed-one-of-two.html
http://malware.dontneedcoffee.com/2013/01/0-day-17u10-spotted-in-while-disable.html
http://seclists.org/bugtraq/2013/Jan/48
https://partners.immunityinc.com/idocs/Java%20MBeanInstantiator.findClass%200day%20Analysis.pdf
http://schierlm.users.sourceforge.net/CVE-2013-0422.html
http://pastebin.com/bWMaR6hE
http://blog.fireeye.com/research/2013/01/happy-new-year-from-new-java-zero-day.html
http://www.security-explorations.com/materials/se-2012-01-report.pdf
http://security.stackexchange.com/questions/19565/why-do-some-java-apis-bypass-standard-securitymanager-checks
http://www.deependresearch.org/2012/08/java-7-vulnerability-analysis.html
https://media.blackhat.com/bh-us-12/Briefings/Oh/BH_US_12_Oh_Recent_Java_Exploitation_Trends_and_Malware_WP.pdf
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