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What is the paper about

Discusses how to locate keys of encrypted environments in volatile 
memory structures

Analyzed ciphers: 
•AES
•Serpent
•Twofish

Created their own tool for analysis: Interrogate
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Known search strategies 

• Brute-force with the memory image as dictionary (not used)
• Search for structural properties of the RSA encoding 
• Search for high-entropy regions
• Search for the code structures (e.g, C structs) that contain the key
• Search for the key schedule

Identifying the key
• AES (128bit) and Serpent : 

• Generate key schedules for all 16 byte windows in memory
• Check whether the next 112 byte matches the generated schedule 
(ECC)

• Twofish: 
• Searching for byte runs → look for entropy patterns
• Try 5 different C Structs
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Classes of cryptographic software

Whole-Disk Encryption
• Systems that keep keys in memory while a system is powered 

(full disk encryption)
• TrueCrypt, Bitlocker, FileVault, ProtectDrive, PGP

Virtual Disk Encryption
• Systems that keep keys in memory while mounted 

(file based encryption)
• TrueCrypt, PGP, FileVault, ProtectDrive, Best Vault

Session-Based Encryption
• Use short-lived keys
• Skype, WinZip, WinRAR and SimpLite-MSN
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System states

• Live state (running crypto systems)
• Screensaver State
• Dismounted State (Virtual Disk)
• Hibernation State
• Logged out State

• Terminated State (terminated crypto systems)

• Reboot State

• Cold Boot State (powered off for a while)
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Case  setup

Virtual machines:
•Base: Windows XP SP2 on VMware
•One master snapshot of OS (controlled with hash)
•Copies of machines with different software and states
•Raw data extracted from the VM memory file

Physical machines:
•Windows XP SP3 
•OSX
•Memory dump taken by cold-booting using PXE
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Results

State Whole disk Virtual disk Session based

Live 100% 83% 0%

Screensaver 100% 83% 0%

Dismounted NA 11% NA

Hibernation NA 44% 0%

Terminated NA 11% 0%

Logged out 100% 11% 0%

Reboot 29% 11% 0%

Boot 0% 0% 0%
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Conclusions from paper

For adversary:

•Never leave a computing device 
powered on unless it is in use or 
physically protected (full disk) 
and unmount drives not in use

•Restrict boot options and enable 
BIOS-protection

•Disable busses like FireWire
(DMA memory dumps)

For investigator:

•Securing memory dumps is 
paramount

•State of system is critical to 
success → live memory acquisition
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Interrogate - DEMO

 Command line tool, file input can be anything like RAM dump, 
paging file or hibernation file.

 Encryption standards

• AES (128,192,256)

• RSA (independent of length) (DER encoded)

• Win-RSA (Private key BLOB-encoded)

• Serpent (256)

• (tc) Twofish (256)
 Memory reconstruction
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http://sourceforge.net/projects/interrogate/

Extract source and run “make”
(requires C-compiler: aptitude install build-essential)

Memory

Twofish
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• Oracle VirtualBox (version 4.1.12)

• Windows XP SP3
• Updated to current state
• Google Chrome
• MS Security Essentials

• TrueCrypt (version 7.1a)
• Encrypted container with pass phrase “test”

Testbed

Memory extraction

• While VM is live, running from console:

vboxmanage debugvm <vmname> dumpguestcore –filename <filename>

(ELF format with some additional meta data)



12 Runtime: 70-71 min
(Got two more keys:

00 01 02 03 04 05 06 07 08 09 0a 0b 0c 0d 0e 0f 
10 11 12 13 14 15 16 17 18 19 1a 1b 1c 1d 1e 1f

a4 17 88 14 5c 06 fb 3f 7d 77 02 55 b5 1f a6 cc 
e7 f9 df ff 33 aa cc ac 87 df 90 57 04 44 bc 83



13 • Same procedure on TrueCrypt 7.1a running on Ubuntu 12.04
• AxCrypt (session based) with 128bit AES keys did not succeed
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